Web Site Mechanics – Part of the ISDV131 Internet and Web Technology Course
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Agenda

•

Web Site Infrastructure

•

Testing Definitions

•

Hardware and System  Conformity

•

Adding Legacy Systems

•

Adding Partner Resources

•

Content Testing

•

Planning a Test Strategy


Web Site Mechanics

Course Objectives:

This module is designed to run as part two of a modular course, designed to give software developers and testers a basic awareness into web technology and its place in E-Business.

In this second module, we take the discussion on further, and provide some practical thoughts on reducing risks (accidental or otherwise) to the actual systems used to power a site.   We then look at each of the hardware elements of a site in turn, considering security and access controls together with Version Control, Configuration Control and Change Management.

We examine the integration of Legacy systems (EAI) and Partner Resources and discuss some of the challenges they bring to bear on the CM process.

Finally, we examine black and white box testing as they apply to web site content (as opposed to server configuration), and discuss how one might select browsers and platforms to include in a test process.

Course Entry Requirements:

Delegates will have previously attended the “Web Site Basics” course
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Lego for Grown Ups:

Having considered the categories of people and machines who may use (or abuse) a site, this section will highlight some issues which should be considered when putting together a complete site, and describes some of the methods for testing each of the components before considering active deployment.

Caveat:
The site presented at this point does not scale, nor is there any provision in this model for redundancy in the event of any item failing.   As such, this (albeit seemingly complex) model would be of limited use in a real, live, high volume E-Commerce Application.   You can find details of how to build a site that scales and incorporates redundancy features in the “Web Site Security” course.
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Testing, Testing, 1,2,4...

Definitions from BS7925-1

•

 An 

error

 is a human action that produces an

 

 incorrect result.

•

 A 

fault

 is a manifestation of an error in software.”

   (Faults are also known colloquially as defects or bugs).

•

 A fault, if encountered, may cause a 

failure

, which

 

  is a deviation from its expected delivery of service.”

•

 

Reliability

 is the probability that the software will

  not cause the failure of a system for a specified time

 

 under specific conditions.”

In summary:

HUMAN=

ERROR

, 

  

  MODULE=

FAULT

, 

 

   SYSTEM=

FAILURE


Standards:
There is (as yet) no generally accepted set of testing definitions adopted by the Worldwide testing community.   The ISEB:Ready Course “Foundation Certificate in Software Testing” seeks to promote a set of common standards for use throughout the software sciences for software testing.  References are drawn from IEEE-829 and BS7925, together with the British Computer Society SIGST Standard for Component Testing.

Test everything?
This seems reasonable enough approach; there are automated tools to reduce some of the tedium of a concerted testing effort, so why not test “everything” in a web page or site?

Consider that a ten character string has 280 possible input streams and corresponding output streams.   If you executed 1,000,000 tests per second, it would still take approximately four times the age of the universe to test all possible permutations.   Clearly such tests are impractical.  Boundary and Equivalence Partitioning techniques can be used to identify together huge ranges of input conditions which will cause similar outputs.

Testing MUST be planned.   Where the risk of system failure is minimal, a less exhaustive testing approach may be adopted; mission critical or life critical systems will require a higher level of confidence in the testing effort to achieve the results required.   A priority must be assigned to each task prior to the commencement of testing, and used to weigh the testing effort required.

References:-
BS7925-1, 2

http://www.rmcs.cranfield.ac.uk/_cised/sreid/BCS_SIG/index.htm

“The Complete Guide to Software Testing” - Hetzel, 1998, QED (ISBN 0-89435-242-3, p25 + p281)
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Web Site Components

Most of the components in a web site:

•

 May run “Off the Shelf” or all new software;

•

 Should support Redundancy and Load Sharing;

•

 Should be provided with Backup power supplies;

•

 Should make use of tape backup regimes.

Emphasis:-

Reliability, Scalability and Speed.


Choice of Platform:

According to Netcraft’s latest survey, about 25% of all web servers are running Microsoft software, compared to 65% running Apache.

Of course, many businesses use IIS for their intranet needs, and these servers are not included in the statistics shown since they are generally on closed networks unavailable for monitoring by people like Netcraft.

Netcraft provide many other interesting surveys too - see http://www.netcraft.com

Here’s another survey - showing the growing use of PHP on windows platforms, set shortly to outstrip Coldfusion as the non-Microsoft scripting language of choice.
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Web Site Components

Requests for web page content will normally go

directly to the HTTP Web Server.

This machine may return either 

static

 pre-prepared

content from its resource library, or 

dynamic

 content

(prepared “on the fly” from rule sets or templates) to

the client in the form of HTML text using the Hypertext

Transfer Protocol (HTTP).
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Web Site Components

Why?

•

 Avoids “plain text” transmission;

•

 Increases user confidence;

•

 Increases user take-up;

•

 Industry Standard and widely supported;

•

128 bits (except for countries like Iraq and Cuba).


Systems for sale:
Each component of the web site may be based on a variety of platform technologies supported by a range of “off-the-shelf” operating systems and networking protocols, which in turn will run either bought in or bespoke applications software.

In addition, commercial web sites often employ redundancy and load sharing mechanisms (for instance RAID-5 Disk Mirroring, or Multi-Threading) to enable the system to remain operational after an individual unit has failed or become unstable.   This attention to detail also results in a site which may have additional hardware elements added to boost performance.

Battery backed up UPS (Uninterruptible Power Supplies) and fallback Internet connections are also used extensively where business critical systems are deployed.   Sites managers should also enforce strict backup regimes for taking images of site content and configuration at periodic intervals and storing them off-site, in case of a major systems failure that requires a complete system rebuild to rectify.

Hardware Platforms include:
Intel x86, DEC Alpha, Sun SPARC, IBM AS400, Macintosh and VAX.

Operating Systems include:
MSDOS, Windows NT, Windows 2000, UNIX, LINUX, OS/2, BEOS and Macintosh.

Networking protocols include:
TCP / IP, IPX / SPX, NetBIOS, PTP, Apple Talk, ATM Networking.

Since this software is normally third party, testing may be limited, but each configuration in turn will have known issues, and tests will ensure that security loopholes have been closed and updated software patches applied.
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Web Site Components

Why?

•

 Personalisation (with cookies);

•

 Visitor Profiling;

•

 Stock Control;

•

 Content Storage.


Dishing it out…

The majority of web sites presently on line use one or other of the top three web server suites, published by Microsoft, Netscape and Apache.  These systems are all configurable to a greater or lesser degree to maximise performance and security. Some of these support the dynamic generation of web content from templates as native functionality: Netscape’s “LiveWire” and Microsoft’s “Active Server Pages” (which directly supports server-side VBScript and JScript) are two examples.

Most web server software supports the execution of “plug-in” enhancements or “helper applications” such as Perl, Python, Java and compiled machine code, which can be used to help prepare content for delivery to web browsers.

Testing:
Once again, there are a huge number of issues (including many security issues) with each of these, and wherever possible service software patches should be applied as soon as they have been tested for reliability, in order to increase the reliability of whatever system is employed.   Many sources list known problems with each of the commonly used systems, often with simple remedies.   Server logs (discussed later) also provide vital clues to abuse or under performance.   Server stress testing tools such as RadView’s “Web Load” can simulate the effects of tens of thousands of users accessing the site long before a system “goes live”.

A simple “Telnet” program can be used to validate correct server responses to content requests.   For an example, run telnet www.classaxe.com 80, then type GET /  HTTP/1.0 followed by enter, twice (ensure local echo is turned on in options)

Examples of commonly used HTTP server software include:
Apache Server V1.3.7 (UNIX / NT), Microsoft IIS4 and IIS5, Netscape Enterprise Server (UNIX / NT)
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Web Site Components

Controls:

•

 Transport;

•

 Secure Access;

•

 Permissions;

•

 Central Administration.

 Obvious examples: UNIX, OS/2 and Windows 2000.


Is it safe to talk?

In response to increasing demands from web users for a secure method of routing requests and data to and from web servers, RSA Data Security in US developed the Secure Sockets Layer Protocol (SSL).   Most browser software now supports this standard and virtually every e-commerce application now on the net uses this system for servicing pages whose transmission requires this level of protection during transmission.   Whilst the method of operation of SSL encryption is complex, the end result enables sensitive data such as credit card numbers and addresses to be sent across public networks (such as the Internet) with relative impunity from all but the most determined hacker.   The extra bonus for e-commerce traders is that the system improves the take-up of on-line trading.

Yes, but it’ll cost you!

As far as performance is concerned, HTTPS (SSL) is vastly more processor intensive to serve than HTTP for the same pages.   Encrypted pages CANNOT be cached at the web server or anywhere en-route since the encryption keys will be different for every web browser which accesses the site.   Some manufacturers now sell accelerator cards to perform SSL encryption through on-board hardware.

Testing:
Early versions of SSL keys used exclusively for testing purposes perform absolutely no encryption - Apache Server allows administrators to configure the service to reject transactions based on these keys should it encounter them once testing has finished
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Web Site Components

Why have one?

•

 Emailing receipts;

•

 Automated mail lists;

•

 Instructions to shipping or suppliers.

Systems include:

•

 Sendmail (UNIX);

•

 Microsoft Exchange (NT);

•

 Lotus Notes Server (NT).


Lunch is Served:

System databases will normally reside on one or more a dedicated servers typically running SQL Server, Informix, Oracle or Sybase services on any number of database files.   These databases may contain information on product specifications, prices and stock levels, or details pertaining to individual site users (collated from previous visiting patterns or expressed and recorded preferences).

Multiple simultaneous users on a site are normally tracked by means of “cookies”: this system enables complex personalisation of site content presentation per user (a useful tool to encourage repeat site visits).   This is also one vital element in identifying which active e-commerce trading session belongs to a specific user.   Each time a user requests site content, their personal site “cookie” is transmitted to the web site along with the request, and this enables a detailed picture to be built up of the clients activities whilst using the site.   This can also be used later in compiling accurate statistics for market research.

Testing:
In order to limit the risk of, say, an HTTP web server being compromised and then allowing subsequent access to sensitive information residing on an external database, any account used by the database to interact with the web server must be severely restricted.  As a general rule, no account should be enabled to do more than it has to, in order to get the job done.   Security testing tools (such as the aptly named “SATAN”) can check for this kind of misconfiguration.   Web load and stress testing tools can be used in conjunction with performance monitoring tools and simple custom drivers and stubs running on the HTTP server, to determine performance under load.

Examples of commonly used Database software include:
MySQL, MS Access and SQL Server 7.0, Sybase, Informix Online, Vignet Story Book.
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Web Site Components

Why?

•

 Allow a user to download software;

•

 Allow a user to submit files for analysis.

Systems include:

•

 NcFTPd

 (UNIX);

•

 Microsoft IIS4 (NT).


Calling the tune:
All but the simplest single machine configuration requires some sort of internal network to allow data to be transported around the site, and ultimately, beyond it.  This should be controlled from a dedicated machine, secured both physically (away from prying fingers) and electronically (with passwords for access).

Accounts may be created for the individual “processes” running on each machine in the site, allowing server processes to access only the resources they need, limiting the scope for “hackers” to abuse the system.   This may be extended to allow web site authors or administrators to write to directories normally only to be read from.

The setting of permissions for individual web site users to access content (registered users / premium licence holders and so on) is normally handled by a separate database administration, discussed later.

Testing:
Software patches need to be applied (NT4 for example has had five full service packs released to date, covering issues such as Y2K, reliability and security).   Security loopholes need to be closed- the C2 Compliance Tool for NT4 for example ensures the disk partitions are converted from FAT to the more secure NTFS, that registry keys are not modifiable except by administrators, and that several unnecessary compatibility protocols included as standard are removed (POSIX and OS/2 connectors for example).   Such tools should not be used until an administrator is confident that existing operational services are not adversely affected by the move.   Some of these tools can have very wide reaching side effects, and a sudden tightening of security can (in some cases) prevent a system from working at all!
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Web Site Components

Why?

•

 Holds IP addresses of machines in this domain;

•

 Means we can use techniques like ‘round robin’

load balancing.

Systems include:

•

 

BIND (UNIX);

•

 Microsoft NT4 Server Service (Windows).


Take a letter:
Many e-commerce applications require at some point to either send or receive information in the form of email messages.   Applications include forwarding by email of sales shipping instructions to the merchant, automatic requests for stock item replenishments to one of the merchant’s suppliers, or order confirmations and receipts for business transacted to the customer.   Most sites use a POP3 (Post Office Protocol 3) system and examples are given in the slide.

Testing:

Some features open to abuse by hackers may be disabled, for instance the ability for example to verify or trace the routing for messages to any user on the system, or the ability to service “mail relay” requests.   Email servers normally create logs, and analysis software can speed up the process of tracking and eliminating abuse.

Once again, specific email server software has known issues, and latest version patches will help eliminate many of these problems… one relatively simple example with early versions of Sendmail allows a hacker to instruct a mail server to post the entire system password file back to the sender, and freely available software makes short work of decoding the results.   It has often been said that a chain is only as strong as its weakest link… it is worth noting that a web site is built from links!

Virus Attachments:

It’s a very good idea to check all inbound and outbound messages for viruses such as “Melissa” and “Anna Kournikova” - though these won’t directly affect your email server, they can certainly make life difficult for all concerned, and overload vulnerable systems, perhaps closing them down altogether!
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Web Site Components

This is a Recent Development

•

 Allows a user to view media as it downloads;

•

 Real time parallel output from TV or radio;

•

 Requires separate hardware.

Examples include “Real Player” and “Windows Media

Player”


Old Timer:
FTP (File Transfer Protocol) was one of the first applications to run over the Internet, and this tried and tested file transfer technique is still often the best (and simplest) way to accomplish this.

Some e-commerce and product support web-sites make use of FTP servers to allow downloading of files or programs to the clients site.   In some cases, authorised users may upload files to the FTP site for subsequent analysis by the organisation providing the facility.

Many of the systems used operate in conjunction with the same software providing the HTTP Web Service.

Testing:

Since many web sites also use an FTP service to download new content to the HTTP server, passwords and usernames for the FTP service must be impossible to guess, and where live content is hidden away in unseen “virtual” directories, the names of these also should be as difficult to crack as possible.   The author has seen one example where a large corporation exposed the entire server root of one well known web site in a hidden virtual directory named “root”- needless to say, this was not a difficult task to guess!

In addition, some FTP sites which enable both read and write to certain areas frequently become the victims of a type of “bounce” attack, where hackers can store results and executables to cover their tracks - alternatively, of course, they could just fill up your hard disk and make the server crash!
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Web Site Components

So, what are they?

A 

Firewall

 checks all requests going through it and

disallows anything which could harm the system or risk

compromising security.

It checks the senders IP address and limits the actions

any client may take with each machine it protects.

A 

Router

 translates selected IP addresses used on

the local network to the target value reported by the

DNS service network, for each machine listed.


Domain Name Server

“Web Site Basics” covered the theory of operation for the DNS network, and we saw that one DNS server must take responsibility for each domain represented.   The DNS ROOT server will have records of which DNS Host is responsible for each domain, but the actual translation of URL to an IP address is performed by another DNS server.

The DNS Bottle Neck

Most ISPs have comprehensive DNS facilities, but high load sites may be better served by having their own DNS machine - every single visitor to a domain will usually have to access the DNS server to find the IP address which it must connect to to obtain web pages, so if the weak link (or bottle neck) in your system is your ISP’s shared DNS server, perhaps bringing in house is a better idea.

DNS ‘Round Robin’ Load Balancing
One other advantage is that you can set up your DNS server to work in a ‘round robin’ fashion - that is, to give each visitor looking for, say, www.classaxe.com, the IP address of a different machine in a cluster of machines acting for this domain.   This is a simple but often used form of load balancing.
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Proxy servers
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This Is London…

Many web-sites make use of a dedicated audio or video broadcast “Streaming” server to provide live or pre-recorded multimedia content in real time as part of their service offering.   These high performance machines are fitted with high speed A/D  (Analogue to Digital) conversion units and usually run “off-the-shelf” server software.

The dominant player in this arena at the present time is U.S. based Progressive Networks who provide free “Real Audio” and “Real Video” plug-ins for Internet Explorer and Netscape, and who (for a price) supply service providers with the hardware and software needed for fulfilling this requirement.

Testing

Once again, performance based tools are available to assess processor utilisation, memory use and throughput for these services.   Some stress testing tools can be used with stubs and drivers to test such services under heavy load, and monitoring tools can assess bandwidth capacity on the links used to convey the data to the internet.   Real Audio products also produce extensive server logs which record problems in transactions.
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Web Site Components

A site exists for its visitors, a each visitor leaves clues:

•

 IP Address;

•

 Time of access;

•

 Track around site;

•

 COOKIES!

Demographics vital for mining, security and testing.


A Firewall screens access to (and from) one network from (and to) another network based on a complex set of pre-determined criteria, such as source and destination and method of access being brokered.

A Router is used to connect two networks together and this is normally required when LAN based system resources are to be connected to the Internet.

In order to minimise risk from hackers or other unwanted guests, additional firewall hardware protection should be used and configured, screening access to individual machines connected to the LAN and preventing them from being accessed by non-approved machines external to the LAN.

Some routers will also “vet” requests to web and email servers to ensure that the are not being asked to do anything by an unapproved agent which may compromise security or endanger the correct operation of the system.

Some routers are also equipped with load balancing capabilities to allow a single input IP address request to be fielded to any number of predetermined hosts, transparently to the user.

Testing:
Analysis hardware and software is available to check the correct operation of these essential security mechanisms.   Checks should also be made to ensure that remote configuration access to this equipment is removed or very well password protected.
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Web Site Components

Building a good site is one thing… keeping it good is

quite another!

Configuration management ensures that web page

content, databases and test scripts are updated in a

controlled fashion and work is not lost or overwritten

without authority.

All direct modifications to site content by developers

must be performed via this route.


Proxy Servers:

Permanent Internet connections cost a LOT of money.   Companies can save money by avoiding the duplication of identical requests made by many people all wanting to view the same web page.

Proxy servers mediate between web browsers and web sites, passing on requests from browser to server, caching a copy of any results returned, then passing the results back to the web browser making the request.   The copy in the cache is date stamped with the “Last-Modified” date stated by the web server.

When a different user requests the SAME PAGE, the Proxy server checks the date on its cached copy and asks the server to issue the page again… “if-modified-since”  the date on which the cached copy was stamped.

If there is a newer version of the page, this is sent (with the “Last-Modified” date of course) and the Proxy Server’s cache is updated.

If the page hasn’t been modified, the web server says “304 - Not Modified”, and breaks the connection.   Now the proxy simply sends the page on to the user, stating the date on which the page actually WAS last modified.

Security Benefits:
There are also security benefits when using proxy servers; they shield vulnerable machines on a company network from direct exposure to the Internet and hackers.   By having a single Proxy Server to bridge the two networks, the machines on the company network can keep their IP address range private and away from the prying eyes of anyone outside on the Internet.   This is a bit like sending your bodyguard out to the shops to prevent you from being seen by your fans.    Proxy Servers usually form part of the Firewall system installed in most companies.

Of course, some companies use their proxy servers to keep tabs on their employees…
and monitor or even bar access to certain web sites.
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Who’s been sitting in MY chair?
On most commercial web sites, logs are recorded and archived of every transaction that takes place between end users and the web site.   This log (for obvious security reasons) should always be located in a directory not accessible from The Internet.   The information gleaned from the Access logs is a valuable resource for web site managers and testers who may use statistical analysis tools to identify and track:-

·  Surges in demand over days, weeks or months;

·  Broken links or missing files giving rise to recurring errors;

·  Which users are repeat visitors to the site;

·  How long a visitor spends looking a each page (estimated);

·  Which web browsers are being used to access the content;

·  Which countries or even organisations are represented in the visits;

·  Which default languages are accepted by the web browsers in use.

These factors are useful in planning increased capability to cope with major press releases or product launches, or preparing a case for supporting additional languages.

Logs may be used as a filtering mechanism when “cold calling” or emailing clients who are known from the logs to have visited and seemed to display an interest in the site content.   Additional information may be gleaned about which paths are being taken into the site from other sites publishing links into the facility.   Advertisers are always interested to see such demographic data and this may be used to fix rates for sponsorship of a commercial site.   Companies such as “Amazon” use this kind of technique a lot.
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Legacy Systems (EAI)

Middle-Ware servers bridge the interface gap between

integrated applications and legacy or other non-

conforming systems:

•

 Drivers allow the new system to operate the old;

•

 Stubs take the data out and hand it to the new.

This is done in order to minimise the impact of the new

system upon the old, especially vital in banking and

medical systems.

Sample Log File:
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Simon Says:
In order to provide for a structured and controlled approach to content management, many sites are now beginning to use Configuration Management and Version Control packages (such as Web Integrity from MKS or WebSynergy from Continuus) to allow strict control over content updates and submissions on their web sites.   The control of content is more important than ever for RAD environments such as E-Commerce.

Some of these offer more checks and controls than others and examples also include products by Marant, Rational and Microsoft, which provide a wide choice of mechanisms from which to manage content submission and updates by teams of developers and data entry operators.

All content to be added, modified or removed from the web site or associated databases should be strictly controlled by this system.

This system should also be used to manage test scripts and version control, to ensure that test scripts undergoing execution are not being tested against a changing web site, rendering such tests meaningless.

Testing:

This much depends on the configuration used, but users should not be able to escalate their own permissions granted, or overwrite content without sufficient authorisation.

Reference:
http://www.mks.com/press/coverage/wi/crisis.htm
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Content Testing


Go ask your Mother...
Often a web site designer will wish to incorporate systems previously established within an organisation within a new web site.   Examples of this may include banks with an online presence who wish to open up some existing ATM based network data sources to web based customers.   Any additional use made of existing facilities to this end should place a minimal impact on the continuing operation of the systems affected, and should place minimal additional security risks on the system as a whole.

Testing:

Much testing software is available to support traditional client server architecture to assess impact to existing systems, transactions completed per second, and the conformance of new interfaces.
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Content Testing


Parler Vous?

The interfacing of these (often quite disparate) technologies is normally accomplished by the use of one or more Middle-ware Servers.   These query the legacy system in the manner to which it is accustomed by means of “Stubs” or “Drivers”, as instructed by the Web Applications Server.   They then collect and interpret results in a format which the Web Applications Server can handle by means of “Harnesses”.

If the legacy systems have already been made available to operators of other facilities by means of private network connections, firewall protection should again be employed at the relevant entry and exit nodes.   This is to ensure that security loopholes arising in these external systems do not pose future security risks to the Web Site system as a whole.
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Building a Web Test Lab


Links to and from other sites:
In order to maximise a site’s exposure to its intended audience, a “well connected” site featuring a number of links to it from other established sites will do much to encourage take-up of the service offerings it provides by securing such entry points.   Deals between companies will often result in such links being established between sites to help consolidate a conglomerate’s hold on a market arena.   Even where agreements exist to the effect that developers on the partner site will inform other sites with reciprocal links about changes before they happen, links should be regularly checked to ensure that they are still valid both in terms of context and web page location.

Dynamic Data Feeds:
Provision may be made for raw data to be imported or exported from a web site in real time.   Examples may be where a site makes use of an external credit card authorisation agency to validate and collect funds for transactions performed in the context of the web site, or where sales lead processing or electronic ordering despatch mechanisms are handled off-site by another agency (e.g, automated despatch).

This form of collaboration may well require the use of additional Middle-ware mechanisms to facilitate the exchange, and such direct exchanges with an external (even trusted) organisation should always employ the protection of properly configured firewall access systems.   Many agencies will be reluctant to allow their services to be used in this manner without this kind of protection, even if they are similarly secured themselves
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any questions?


Testing The Payload:
Assuming that we now have everything in place to make our site work well, to scale, and to cope with any other problems outside our control, it is now time to focus on web site content testing.

Before any testing is performed, detailed plans must be laid as to priority areas and testing Exit Criteria in order to ensure that testing can be completed in the required timeframe.

White Box:
The testing of individual controls, scripts and mechanisms within web pages should normally be performed by the developers who originally wrote them, as they understand the working of the mechanisms thus developed.   This form of testing is very specialised and the methods used to perform the test vary depending on the language and platform used. Drivers may need to be written to activate components in isolation, and test stubs to gather data from these trials.   Tools used at this level include the Suntest Suite for Java (JavaSpec, JavaScope and JavaStar).

Metrics such as “Cyclomatic Complexity” should be used beforehand to assess the likely hood of code being error prone, and therefore assess the testing effort required.   Some software houses such as LogiScope by Verilog and LDRA’s Testbed produce automated tools for performing such static analysis of code modules.

Many of these modules can be developed and tested in parallel, but equal attention should be given to code bought in from a third party to ensure that it meets the required standards - not least that it doesn’t contain any “added features” such as security loopholes or back doors.   Use of trusted suppliers who can provide independent certification for their work can take a lot of the risk out of employing such assistance.
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Black Box:

Much of the bulk of web site testing may be conducted by testers with perhaps a limited exposure to the development environment.   Normally a laboratory will be established, containing networked machines of differing types and loaded with a range of browsers.   Which browsers are to be covered depends very much on the intended target audience for a company’s services, but where support for as yet unreleased products is required, membership of a Beta Test programme may a valid requirement.   “Exotic” platforms such as mobile phones and organisers may often be simulated on a PC with standard software development kits released by the proponents of such delivery mechanisms.

A detailed specification for the “correct” operation of each element on a page, and each page of a site will need to be drawn up in advance of testing to ensure that observed test results match up with the results required on each platform.  Test scripts should be version numbered and the site content must not be allowed to alter during a test run, as this will invalidate any results recorded.   A good Configuration Management regime should take care of this requirement.

In addition to actual manual testing of content on web browsers, use should be considered of other automated tools such as the huge range of HTML code validators (many of them free) which can be used to assess the correctness of code generated on the fly in response to any automated query or content generation mechanism.

Tools such as LinkBot are able to perform simple link testing on web sites to ensure that all links, both internal and external are intact.   The author once used this tool on the BBC web site and it reported that some fifteen percent of the links at that time were defective, although this was now two years ago.   This family of tools is ideal for performing on-going regression testing once a site has gone live, in order to confirm that partner sites have maintained their pages cross referenced with.
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Choice of Platform:

Although there are presently two main players in the Web Browser market, Netscape and Microsoft, there are many other firms who have provided, and are still providing, platforms for web browsing.

A good source of downloadable web browsers for testing and development purposes may be found at http://browserwatch.internet.com which lists 34 vendors, many with several versions of software designed to run on different machines.   With Netscape recently making their browser “open source” and releasing a book describing how the whole system works, this number looks set to increase rapidly in the near future.

So which browsers to test against?   When selecting the web browsers to include in a test strategy, it is more important to place the emphasis on forthcoming web browsers rather than browsers presently going “out of fashion”, since these future technologies will have a greater validity for the user-base as the web site matures.   You may be able to examine server logs for an existing web site to see what browsers people use.

Which platforms to test on?   This depends on your intended audience.   If you intend to cater for graphics designers or desktop publishers for example, you should include some tests for Apple Macintosh.   If your audience will comprise of bankers or stock brokers, you may wish to include support for Unix machines.

On a PC, several browsers will happily coexist provided that they are installed in separate directories, and this allows you to test several versions of a browser on a single machine.   Note that you may have problems combing some versions of Internet Explorer on the same machine.

Simulators are available for platforms such as games consoles, Web TV and mobile telephones equipped with web browsers which reduces the cost outlay for a lab gearing up to cater for such technologies.


#Fields: date time cs-method cs-uri-stem cs-uri-query sc-status sc-bytes cs-bytes time-taken cs(User-Agent) cs(Cookie)


2001-02-23 09:40:03 GET /index.html - 200 1150 358 380 Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+98;+Win+9x+4.90) -


2001-02-23 09:40:06 GET /detectFlash.swf - 200 329 202 3225 Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+98;+Win+9x+4.90) -


2001-02-23 09:40:13 GET /pages/startingSequence.html - 200 1073 385 7010 Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+98;+Win+9x+4.90) -


2001-02-23 09:40:14 GET /pages/startingSequence.swf - 200 54709 213 1032 Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+98;+Win+9x+4.90) -
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