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 Introduction

This document forms part of Security Exposure Audit for (Reference Deleted) Ltd's (Reference Deleted) holiday bookings system.   The purpose of this document is to detail the status of the current system configuration together with practices and procedures in use at the start of the project.

The document will not reveal any sensitive security information such as IP addresses before translation, modem or ISDN dialup numbers, usernames, or passwords in use.

1.7 Scope

This document describes the system in the following respects:

a) Existing Security policy, Documentation, and Organisation.

b) On Site Visit to (Reference Deleted) ((reference deleted));

c) On Site Visit to Server farm (London Hosting Centre, Docklands);

d) Description of Network Hardware and Software Configuration in use;

e) Configuration Management (C.M.) procedures for system modifications / updates.

The document does not assess security specific to the operation of (X) web pages, as an audit of a site this complex would require a much more detailed study.

1.8 Next Steps

(Reference Deleted) may wish to address some of the issues raised in this document, and perhaps implement recommendations detailed in the Recommendations document.   ImagoQA Ltd. would be happy to provide help in resolving any of the issues raised.

2. Existing Security Policy, Documentation, and Organisation

To date there has been no formal written security policy produced.   At the time of writing, AC (V.P. Technology) has tasked MH (Cisco Team Leader) with establishing one.   Michael has produced a draft security policy document, and the latest version of that document is included in the project file under "References".

The document covers at a somewhat generic level the areas of:

a) Printed document security;

b) Physical access;

c) Laptop security;

d) Network Security;

e) O.S. and Software Security;

f) Password Policy;

g) Registry configurations for NT;

h) Raising a security incident.

Michael has an extensive background in Network configuration and the bulk of the document deals with this area.   The present draft does not deal with incident response or recovery procedures.   Future revisions will also split the operational and theoretical elements to yield a more accessible policy document for general use.

The Network Services Department will review the document, which will then go to CD (Network Manager).   The next sign off will be AC (V.P. Technology) who will review and pass up to CM and MB (the company's owners), for final approval.   Once approved, the document will form part of employee's contracts.    A copy of ImagoQA Ltd.'s "Computer Use Policy" is filed with this project for reference.

3. On-Site Visit to (Reference Deleted) at (reference deleted)

The company is based in the U.K. at the above address, with office space at:

f) The main building on the third floor housing some 150 (Reference Deleted) staff:

g) Unit 3 (second floor of an adjoining building), shared with other companies and housing 10 (Reference Deleted) staff;

h) Unit 7 (a second adjoining building) with some 40 staff which will soon be let exclusively by (Reference Deleted).

The site is managed by (Reference Deleted).   There are four buildings at the site and presently 23 tenants.  The Site Manager is NW, responsible for security, who was willing (by prior arrangement) to give a statement detailing site-wide security arrangements:

There are 8 B/W CCTV cameras in operation located at strategic locations, monitored by security staff on two quad split screens.   Recording is provided with 2 full screen frames per camera per second on a 24-hour long-play tape recorder.   Tapes are changed daily and cycled once a month so there should be up to 31 days of archive footage available for analysis if required.   Roughly 100 visitors are logged in and sign the book each day.

Security staff change shifts several times during the day, and an "occurrence log" is kept of incidents occurring in the building.  Two security guards patrol the site out of hours and act as key holders in the event of an alarm being triggered.

Main Building (3rd Floor), (ADDRESS DELETED)
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In the main building, entry is by the ground floor through one of three points:

i) Front door with permanently manned desk, shared between several companies- visitors are expected to name the company being visited, but do not require prior clearance, checked visit details, or any form of ID;

j) Rear door with "buzzer" request to security guards on front desk and monitored on CCTV.

k) One additional fire exit accesses the rear courtyard, which has CCTV monitoring, and in addition, a high voltage electrified fence. 

Access to the third floor is by one of two lifts, or an emergency staircase with a door normally supposed to be locked.   The main reception desk for (Reference Deleted) is on the third floor but does not look directly onto the lift lobby or the emergency staircase.   Doors lead from left and right on this floor, with a network of project rooms to the right, and the main reception to the left.  Computer network infrastructure is provided throughout the floor.

Persons wishing to gain physical access to the main communications / server rooms at (Reference Deleted) have to pass by the company reception desk and through a second door to enter the main operations room, housing some 80 staff.   A combination locked door at the far end of this area (in theory) protects the two server rooms

3.1 Unit 3, (ADDRESS DELETED)

Six other companies occupy the building.  Entry is by the ground floor through one point. The front door is electromechanically locked, controlled, and maintained by tenants occupying the building.   Visitors need to "buzz" the appropriate button and speak into an intercom to gain entry.

3.2 Unit 7, (ADDRESS DELETED)

The building is presently shared with one other tenant, but in the next two weeks (Reference Deleted) will have sole occupancy.   Entry is by the ground floor through one point.  The front door has combination code lock, maintained by the occupying tenants.

3.3 Areas of Concern

Main Building (3rd floor)

l) The door to the stairs by the lift lobby is supposed to be locked during normal business operation, but was found to be unlocked and in regular use during our visit.

m) The kitchen nearest the lift lobby housed some 60 brand new PCs (still in boxes) stored in open view near the stairs.   Such an inviting target (and this one amounts to roughly £60,000 of brand new boxed hardware) could invite someone so inclined to launch an armed daylight raid.   It might only be down to the sheer volume of hardware on offer, and the time which would be taken to load the equipment into the two lifts (located some twenty feet away), that no-one has yet tried this.

n) The server room doors were both left unlocked and propped open, with Network Administration staff working from within.   This resulted from two factors, firstly there was not sufficient desk space for Network Administrators to have desks outside the area, and secondly, up until 1st March, there was no air conditioning in either room and overheating of equipment was reported to be a problem.   Three stand-alone mains powered units have now been fitted meaning that the doors can now be closed without fear of equipment overheating.

o) Backup tapes (DLT cartridges) are stored on top of cabinets outside the communications room, although staff stated that these are password protected.

p) A stack of disks, some labelled "RDISK"
 has also been seen on open view outside the server room, although a member of staff stated that these were old labels and he would never have left these unsecured if they did contain Repair Disk information.

q) At the time of writing, any PC in the building connected to the network could (in theory) be used to administer any network server at (Reference Deleted) if equipped with a username, password and IP address.

r) Not directly related to this audit, the office floor plan published on (Reference Deleted)' Intranet (ref.: http://intranet/InductionGuide/map.htm) indicates a second stairwell escape route off the main lift lobby, revealed by our site survey to be a broom cupboard.   This fact was communicated ahead of publication to JC (Infrastructure Services Manager), since there are Health and Safety ramifications.
Unit 3, (ADDRESS DELETED):

s) There is no camera monitoring available to those responsible for operating the door release, and in the case of this building about six companies occupy the building.

Unit 7, (ADDRESS DELETED):

t) There is no procedure for regularly changing the PIN code on this lock, and all entrants have a single code to unlock it.   If a breach were to occur, a large number of people (potentially all (Reference Deleted) staff) would have knowledge of the PIN number used to initiate the breach, including staff from the vacating company.

On-Site Visit to "The London Hosting Centre" (LHC)
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The London Hosting Centre at London Docklands provides much of the web hosting and Telecoms requirements for London.  At the facility, some twelve major companies rent (and several sub-let) rack space in the 115,000 square foot complex occupying nine floors.

PSI-Net provides the rack space for (Reference Deleted)' systems.

3.4 LHC Major Customers

· Digital Island

· Viatel

· Ibasis

· KPN Qwest

· PSI-Net

· Equant

· Clarity

· GTS Group

· Flag / Atlantic

· Interoute

· Winstar

· World Port

3.5 Physical Security at LHC

u) The site is permanently manned by two from a team of eight security guards, rotated on a 12-hour shift pattern.  Random spot checks are routinely carried out on packages, briefcases and toolkits, before entry to the operations rooms is permitted.

v) Comprehensive colour CCTV is provided throughout by sixty cameras, covering lifts, corridors and access points throughout the facility.   All tapes are kept for a period of one month before being recycled.

w) All access to the site by non registered pass holding visitors requires prior notification 24 hours ahead of any visit, and visitors must sign a book and show identification before being permitted access.

x) Once signed in and cleared by security staff on the front desk, visitors are issued with a passive RF proximity card, valid for one visit only and programmed to allow access only to authorised zones and to expire after the visit.

y) The entry card allows access through a further three protected doors before entry to the PSI-Net server room used by (Reference Deleted) on the third floor can be gained.

z) At the conclusion of the visit, the cards must be returned to the front desk and so (in theory) no card may be removed from the building - an entry level alarm system detects any occurrence of a breach of this etiquette.

aa) All the equipment racks installed in the server room are locked, with keys being available from the security desk which must be returned at the end of each visit.

3.6 Environmental Specifications at LHC

ab) The server room floors are sealed against water and dust using a bitumen based sealant and formed from 600mm x 600mm laminated vinyl tiles, rated at a loading of 5kN/m2 (509kg/m2)

ac) The LHC is supplied with 5.5Mwatts from the national grid.

ad) If required, up to 10 minutes of UPS backup delivered from a three phase 200KVA UPS unit on each floor.

ae) Three Synchro-meshed
 1.6MVA diesel generators provide full power 2 minutes into an outage.   There is enough fuel on site for the system to remain operational for fifteen hours of continuous operation.

af) An additional 48V DC power system is available for cabinet cooling if required, with a three-stage diesel generator backup system.

ag) Air Conditioning is provided by a chilled water system providing an operating temperature of 22°C (±2°C) with Class EU5 air filtration and a relative non-condensing humidity of 50%.   Air cooling capacity is rated at 400W/M2, and each cooling system has an additional spare cooling unit in the event that one should fail.

ah) Fire detection and zoned fire suppression is provided throughout, and normally provides as default a water-based sprinkler system.   However, the suite used by (Reference Deleted) has an FM200 Halon Gas system fitted instead.   The site has a comprehensive evacuation plan, with the stairs at either end of the building pressurised to provide an escape route.

3.7 Areas of Concern

ai) Because none of the (Reference Deleted) staff have formal corporate identification cards, the requirement to display formal ID prior to entry has been waived.   This opens up the possibility of "socially engineering" an invalid access to the site.

aj) Besides (Reference Deleted), many other sub-tenants of PSI-Net have access to the room.

ak) Although the equipment cabinets are all locked and keys have to be returned to the security desk, all of the cabinets in the suite are fitted with the same lock, so potentially any visitor could access the cabinets of another tenant.

al) The server rooms face onto the river and to other buildings on site.   It may be possible for electromagnetic disruption equipment to be used since the windows do not include Earthed Faraday Shielding.   However, a lot of RF power would be required to mount such an attack, since equipment is housed in earthed steel racks within the building.   Realistically, there is probably not much that could be done to protect against such a concerted attack.
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3.8 System Description

6.1.1 The connection to the Internet is a 100MB/S gateway running at 10MB/S (mean).

6.1.2 The router feeds a 10/100MB V-LAN Switched Hub (1A).   The switched hub sets up local routes on demand between whichever devices connected to it are communicating with each other.   This maximises bandwidth efficiency and also makes the use of "packet sniffers" harder, since only relevant traffic will appear on any switched segment.   This same physical device is reused twice en route from Internet to Server. Unlike a standard Switched Hub, a V-LAN Hub allows only predetermined routes so there is no easy way to get a packet from the Router directly to a Web Server.

6.1.3 At this point, traffic splits three ways:

am) Two connections to a pair of PIX 515 Firewalls, configured to support redundancy.
These screen traffic inbound (FTP, HTTP and HTTPS) and outbound (additionally SMTP, SSH, DNS and "DataCache" (tcp 9070)).    The firewalls protect against:

i) "SYN Attacks", by allowing only 50 pending connections at any one time until acknowledged and completed;

ii) "Packet Fragmentation Attacks", by reassembling packets prior to analysis;

iii) "Packet Chain Prediction Hijacking attacks", by ensuring all packets are stripped and re-wrapped to use random TCP sequences which can't be easily predicted.

an) The third connection is fed to a "hardened" Sun machine (it has been stated that the machine uses Sun OS 2.6 and does NOT use NFS as its file system).   The machine has two network cards, hosting an SMTP mail server and the main DNS registry for the site.   Other customer's sites use this machine but not "The (Reference Deleted)" system, since any outbound SMTP outgoing mail requests are handled off site.   

6.1.4 The filtered outputs from the two firewalls feed back into the switch unit (1B).

6.1.5 The switch now connects to a pair of load-sharing "F5 Big IP" address translators (running BSDI with PII processors and 6GB Hard Disk), which monitor the performance of individual machines in the server array and perform load balancing based on response times to "ping" requests.   The outputs of the address translators feed back into the switch unit (1C), once again the same physical unit mentioned earlier.

6.1.6 An output from the switched hub (1C) feeds into a non-switched 100MB hub (2) .

6.1.7 Meanwhile, the second network card on the SMTP Mail / DNS server also connects to this Hub (2), bypassing both firewall and address translation completely.

A single "Natural Language Search Engine" connects to Hub (2), to provide additional functionality for the site.

The hub (2) also connects to a bank of 20x DELL Optiplex™ GX1 web servers, the configuration of which is described in detail in section 7.1.   Each unit has 512MB of RAM, a 12GB hard disk, and two network cards, configured to disallow IP forwarding.

ao) One connecting to the hub as described to handle inbound HTTP / HTTPS requests and service web content back to the Internet;

ap) The second card on each machine connects to another non-switched hub (3).

6.1.8 This second hub provides the back office connectivity for the web farm, and connects to the following devices:

a) A Sun Enterprise server runs an Oracle 8i service hosting all the content for the web page files required by the twenty web servers;

b) A Cisco AS5300 ISDN Multi-Dialler connects up to 120 lines of data (4 x ISDN 30 connections) at 9,600 Baud to the "View Data" Bookings network, controlled by web servers at the farm.   This will be replaced shortly by a 2MB direct link, although "View Data" has not asked for any form of security documentation from (Reference Deleted) prior to agreeing to this.   It is assumed that the View Data network will have its own strong security measures in place.

c) A 256KB dedicated leased line connects the hub back to the (reference deleted) office allowing data (such as new pages) to be downloaded to the Oracle Server.   The link also provides for FTP access to allow individual server logs on each web server in the array of twenty to be uploaded back to the office enabling server statistics to be viewed.   At present, any machine on the (Reference Deleted) office network could in theory be used to access and control these machines over the link.   NT Local workgroup Username and Password protect the IIS admin functions.

Areas of Concern

6.2.1 The Routed connection used on the network has a peak bandwidth of 100MB/S.   The internal Local Area Network (LAN) for this system also runs at 100MB/S (though in practice no Ethernet network runs at more than 70% of its rated capacity, as the increased number of packet collisions which would result from this level of utilisation would saturate any available bandwidth).   This could be a problem if a high volume Denial of Service (DOS) attack were launched, since there would be no spare capacity on the LAN to effect a recovery or even analysis of the situation.

6.2.2 The Cisco PIX 515 Firewalls have been configured to protect against SYN Overflow Attacks by limiting the number of uncommitted connections to 50.  This may well protect the Internet Servers against having to deal with the consequences of such an attack, but could enable a Denial of Service Attack (DOS) to be launched against the site by an attacker:

aq) The attacker could open 50 uncommitted SYN connections thereby preventing the system from servicing any other requests, site-wide.

ar) If the firewalls were intelligent enough to set the limit to 50 uncommitted connections per IP or MAC address, this would make the hacker's task more difficult on the one hand, because the hacker's machine could be screened out.   However, this would open up a new possibility of wholesale abuse, as all a reasonably skilled hacker would have to do to flood the network would be to spoof a fresh IP or DNS ident after every 50th packet.

6.2.3 The Switched hub has been used to great effect as described by routing three layers of connections throughout the network, (a configuration which none of the network administrators to whom the concept has been described have ever seen before.)   However, the reliance on this hub may be counterproductive because in the event of switched hub unit failure for this configuration there is no backup route or redundant device to take over the routing task.

6.2.4 When the network was originally installed, before the Maintenance Link was installed to (reference deleted), a mechanism was put in place whereby the BIG IP units could be accessed over the Internet.   The BIG IP Units can be remotely switched to "point" to any machine on the LAN and provide a port translated communication channel to allow maintenance of equipment over the Internet.   The present status of this facility is unknown, but if it still exists it offers untold opportunities for abuse.

6.2.5 The Sun Mail / DNS Server, although described as "Hardened" has been connected outside both Firewall and Network Address Translation (NAT).   This machine is not actually used in the (X) system, though it poses a significant risk to integrity of the system as it stands.   Were it possible for a hacker to compromise this machine, a high level control connection could be set up to allow direct access of any web server on the (X) network.   These in turn, if compromised, could be used to access the Sun Database server.

6.2.6 Hubs number 2 and 3 are both non-switched.   This means that any machine on the segment if placed in a promiscuous "packet sniffing" mode could be used to sniff packets originating from or destined to any other machine on that segment.

6.2.7 There is only one site search engine machine and although this has been described as "not mission critical", the platform used (Compaq as opposed to Dell) is different to that of any other machine used.   This removes the possibility of implementing a "quick fix" equipment swap should the machine fail.

6.2.8 All of the web servers are fitted with Floppy disk drives, none of which are disabled or locked in any way.   This opens the possibility that someone at the LHC could reboot a machine from floppy disk and take control of the machine.   Even though the machines' hard drives are formatted as NTFS (which is encrypted), this is not really a protection.   There are applications small enough to run off a floppy disk which can open up FTP connections to the outside world and interact with the file system before deleting themselves / and / or booting back up in the normal way.    This is made easier by the fact that there is no firewall at all on the maintenance side of the network, and once under control, a connection could probably be made over the 256KB maintenance line to any other IP address (depending on the configuration at (reference deleted)).

6.2.9 The IIS web servers all run under Service Pack (SP) release 5.   There are a number of serious problems still not corrected by this release, these are detailed in section 7.2.1.

6.2.10 The IIS 4 servers all have web based (high port number) administration enabled and bound to both network cards.   This was implemented in conjunction with the scheme described in 6.2.4.   Now that the maintenance link is in place, there remains no requirement to bind the IIS Admin service to the Internet facing card.    To allow it to remain opens the potential of abuse of this facility, even though it is understood that the firewall is now configured to prevent this.

6.2.11 The IIS Admin is bound to a common port on all twenty IIS servers, and this connection is unencrypted.   It is understood that neither SSL nor secure certificates were implemented on this link owing to a high processor demand placed on any server servicing such a transaction.

6.2.12 Since the build of NT4 Server used on these machines is vanilla ("out of the box"), the system allows the transmission of "LAN-Man" logon password encryption- this should normally only be used to permit backward compatibility with Windows 3.11 and Window 95 /98.   However since this network does not require this level of backward compatibility, this much less secure network logon system opens up the possibility of password sniffing and cracking much more readily than the NT Logon password transmission system which replaced it.

6.2.13 The audit functions on the NT Servers have been largely disbled, and what events are significant enough to still be recorded are logged independently to each machine, rather than to an external high security log host machine.   This may allow a successful attacker to cover his / her tracks by deleting the server log records on any compromised machine.

6.2.14 In addition, the NT4 Web Servers are set to overwrite System, Application and Security log file entries after a certain time (normally the default is seven days) which means that if an attack went unnoticed for long enough, there may be no record of it having taken place.

6.2.15 The link to (reference deleted) is non-encrypted, which means that if the connection was to be monitored, information such as port numbers and password hashes could be extracted.

6.2.16 At the (reference deleted) end of the link, the route is connected directly to the main system hubs and in theory any machine in the building connected to the office LAN could be used to effect back end connections to the web servers or database server.   Since the site at (reference deleted) is in a considerably less secure area, having a network of this sensitivity connected to a general purpose office network opens to zone of operation to what could potentially be a very wide audience.

4. Web Server Configuration used at (X)

4.1 System Description

Having examined and considered in detail the environment in which the system has been constructed and the configuration of the components provided in order to support it, attention now turns to the configuration of software on each of the twenty web servers used in this web site.   MR (Technical Architect for (X)) configured the machines at (reference deleted), as per the "(X) Web Server Set-up Sequence" v17.0, prior to shipping to LHC.

Base Configuration:
Microsoft Windows NT Server:
4.00.1381 (+SP5)

IE:
4.0. 4.72.3612.1713
The master configurations are held on a server at (reference deleted), as "Ghost
" images.   The task of applying changes to the master configuration to machine (such as providing unique names and network card IP addresses) is performed by means of the "Ghost Walker
" utility.

7.1.1 The hard disk drive has been partitioned into two logical slices:

as) The "C:" drive is formatted to NTFS and set at 4GB in size.   Free space at the time of audit was 2.15GB (which was considered satisfactory.) 

at) The "D:" drive was set to use up the remaining capacity on the drive, at 8.6GB.   At the time of the audit just 53MB being used by the system with the rest of the space unused.

7.1.2 There are two administrator accounts established
, neither named "Administrator", but each with full administrator rights to the local machine.   Password strength was tested (under the supervision of AW) using L0PHT Crack 2.52.   Both "administrator" accounts survived a simple dictionary and two-character crack test. The "Guest" account has been renamed and disabled.

7.1.3 File permissions are set on both logical drives so that the "Everybody" group has change access and all members of the "Administrator" group have full access.

7.1.4 Both hard drive partitions have the default administration shares enabled (C$, D$ and ADMIN$ - see 7.1.12.c).

7.1.5 The server log file settings (view with "Event Viewer" under "Administration Tools") are as follows:

a) System Log: 
Maximum size: 512KB.
Overwrite after 7 days;

b) Security Log:
Maximum size: 512KB.
Overwrite after 7 days;

c) Application Log: 
Maximum size: 512KB.
Overwrite after 7 days.

7.1.6 Each machine is part of a workgroup (not named here) and no other trust relationships have been defined between these machines and any other domain.

7.1.7 The System Boot Time (Control Panel | System | Startup/Shutdown) was set to "Show List For" 0 seconds.

7.1.8 The auditing options for the administrator accounts are set only to record "failure to log on / log off", with no other options enabled.

7.1.9 On the IIS4 Server application, access logging had been set to create a new log file for each day, and the following properties had been set:

au) Date:
The date at which each access took place;

av) Time:
The time at which each access took place;

aw) Client IP Address:
IP address used by machine accessing the site;

ax) Server Port:
The port used (80, or 443 for SSL, or admin port);

ay) Method:
Normally GET or HEAD, or POST for forms;

az) URI Stem:
The resource accessed, e.g. specific html page or script;

ba) HTTP Status:
200 for success, 4xx or 5xx for some kind of error;

bb) User Agent:
Identification of the browser type (or search engine);

bc) Cookie:
Where visits were made by a previously identified machine;

bd) Referer:
The site bearing the link that preceded each page visit.

7.1.10 Parent Paths had not been disabled.   This is set by use of the IIS Server Administration Console: Properties | Home Directory | Configuration | App Options | Parent Paths (check box should be cleared to prevent use of .. operator in calls to MapPath and similar.)

7.1.11 There were two non-standard services running on the machines:

be) Remote CMD (for remote admin at (reference deleted), but not normally recommended);

bf) SNMP (for signalling to a forthcoming NMS system, possibly HP Open view).

A comprehensive check was now made of registry settings to assess conformance to the Microsoft Internet Information Server 4 Security Checklist.   The descriptions and recommendations are based on information mainly taken from this document.

7.1.12.a: 
NTFS 8.3 Name Generation
NTFS can auto-generate 8.3 names for backward compatibility with 16-bit applications. As 16-bit apps should not be used on a secure web server 8.3 name generation can be safely turned off. Also note, there is a performance benefit to setting this.

Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\FileSystem

Name:
NtfsDisable8dot3NameCreation

Type:
REG_DWORD

Recommended Value:
1

Actual Value:
0

7.1.12.b: 
OS/2 and POSIX Subsystems
Microsoft recommend removing these systems by making the changes detailed:

Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\OS/2 Subsystem for NT

Recommended Action:
Delete all sub keys

Actual Status:
Not done




Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\Session Manager\Environment

Name:
Os2LibPath

Recommended Action:
Delete

Actual Status:
Not done




Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\Session Manager\SubSystems

Name:
Optional

Recommended Action:
Delete Values

Actual Status:
Not done




Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\Session Manager\SubSystems

Recommended Action:
Delete entries for Posix and OS/2

Actual Status:
Not done




Microsoft's Supplementary recommendations:

Recommended Action:
Delete %windir%\winnt\system32\os2 and subdirectories then reboot the machine

Actual Status:
Not done

7.1.12.c: 
Default administrative Net Shares:
Microsoft recommends the removal of all network shares.   Most of this task can be performed manually by running  Net Share /d  from the command prompt, but the admin shares (C$, D$ and ADMIN$) can only be removed by means of a registry key modification:

Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Services\LanmanServer\Parameters

Name:
AutoShareServer

Type:
REG_DWORD

Recommended Value:
0

Actual Value:
1



Recommended Action:
Delete %windir%\winnt\system32\os2 and subdirectories then reboot the machine

Actual Status:
Not done

7.1.12.d: 
Last Logon User Name Displayed:
Microsoft recommends hiding the name of the last user that logged on in the logon dialog box

Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\Windows NT\Current Version\Winlogon

Name:
DontDisplayLastUserName

Type:
REG_SZ

Recommended Value:
1

Actual Value:
0

7.1.12.e: 
Display Legal Notice before Logon:

Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\Windows NT\Current Version\Winlogon

Name:
LegalNoticeCaption

Type:
REG_SZ

Recommended Value:
Suitable title for the legal notice caption

Actual Value:
"The (Reference Deleted)"




Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\Windows NT\Current Version\Winlogon

Name:
LegalNoticeText

Type:
REG_SZ

Recommended Value:
Suitable text for the legal notice

Actual Status:
(A satisfactory message was defined here)

7.1.12.f: 
Shutdown Button on the Logon Dialog:
Microsoft recommends removing the "Shutdown" button in the logon dialog box

Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\Windows NT\Current Version\Winlogon

Name:
ShutdownWithoutLogon

Type:
REG_SZ

Recommended Value:
0

Actual Value:
0

7.1.12.g: 
Setting permissions for remote registry access:
Microsoft recommends setting a new key then setting the Access Control List (ACL) for this key to determine which users (if any) may access the registry remotely

Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\SecurePipeServers

Name:
\winreg

Recommended action:
Create key and set ACLs

7.1.12.h: 
Restricting Anonymous Network Access:
It is possible to write a program which can allow a non-authenticated user to enumerate users on an NT domain.   Setting this key to 1 prevents this.

Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
\CurrentControlSet\Control\LSA

Name:
RestrictAnonymous

Type:
REG_DWORD

Recommended Value:
1

Actual Value:
0

Areas of Concern

There were a number of issues arising from the present configuration of web servers for (X) - in particular there is only very limited auditing of security relevant incidents.   A number of problems with the present NT4 / IIS4 build (now very much public knowledge) are still present in this SP5 patched installation.

7.2.1 The NT4.0 build is at SP5 level.   Some of the more serious problems, specific (X) Web Server application are listed here, with the Microsoft Knowledge Base Web References:

a) ASP Caching may cause "Server Too Busy" Errors and Blank Pages (Q188352
).   The site makes extensive use of ASP pages, and anything which reduces the incidence of "500" server errors must be worth investigating.

b) Log Files rolled over according to GMT, not Local Time (Q193612
).  Only a summertime problem here in the UK, perhaps, but nonetheless worth correcting as poorly co-ordinated log data makes it harder to track down hacking attempts.

c) ASP Request.BinaryRead Method causes 100% CPU Utilisation (Q218880
).   This feature may not be used in this site; it may typically be used to allow a customer to upload a document or image file to a web-based handler or application, but still one possible way of causing a DOS attack.

d) IIS 4.0 Log Field may contain Invalid Constant Time Field (Q223137
).   This does apply to this site as it uses the W3SVC Extended Log format.   Microsoft say that if the server runs for more than 49 days without a restart (not an unreasonable request of a remote web server), the recorded date field may freeze.   An important marketing and security diagnostic tool would be lost to this bug.

e) HTML Page sent to a Browser may be Truncated (Q224298
).   This is unlikely to occur by accident, but possible nonetheless.   Microsoft state that a file saved possessing both long and short filenames (see 7.1.12.a for a description of how to disable this feature), using certain (unspecified) editors, causes IIS to return the old file size in the HTTP header to the browser, causing the file to be truncated.

f) Improperly Formatted HTTP Request may cause INETINFO Process to Fail (Q234905
).   This is serious as it enables anyone to crash a server by use of any browser by typing a very long filename into the address field.   Three extensions are at risk from this "out of bounds" attack: HTR and IDC (disabled), and STM (enabled on the site).  Not mentioned by Microsoft is the fact that using this vulnerability a Trojan horse can be uploaded remotely to a web server and used to run any command, with full administrative permissions.   This has been demonstrated experimentally, and we can confirm that the exploit works.

g) TCP Connections Not Released by IIS (Q236565
).   Microsoft states that after a period of time without a restart (in that respect, similar to 7.2.1.d), IIS may fail to release TCP connections, causing the server to run out of resources and crash.

h) Status 200 Log Entries for non-existent SSI File Requests (Q236947
).   This is unlikely to cause too much concern, but can still prevent problems with missing SSI files from being identified by means of server log analysis.

i) Page Contents Visible when certain dot extensions present in virtual directory name (Q238606
).   This is unlikely to occur by accident, but under certain circumstances can cause ASP pages to be viewable in their raw script formats.    This could enable a hacker to view the source code for a script.

(A full list of issues addressed by SP6 may be found at the Microsoft Web Site
,
)

7.2.2 The use of hard drive partitions could be improved, and suggested modifications to the present configuration are described in the Recommendations Report.

7.2.3 The admin shares are enabled (see also 7.1.12.c)

7.2.4 The auditing options are largely disabled and the system logs (Security / System / Application) automatically delete all records older than just seven days.

7.2.5 On the web server log files, any extra information sent to scripts in the form of URI query strings is lost with the present W3SVC logging options. The URI Query string if enabled would allow this detail to be captured, and may also provide a valuable insight into the kind of queries being run on the site based search engines.

7.2.6 There are known exploits whereby sample programs installed as default allow any file on the server to be viewed by placing ".." operators in the URI stem; it is possible that applications provided for the (X) web site may be susceptible to this form of manipulation.   (Reference: 7.1.10)

7.2.7 The presence of a remote CMD service running on web servers causes some concern.

7.2.8 In the registry configuration there are several areas which could be tightened up with regards to security:

a) The NTFS 8.3 filename Generation allows a second (ACL unprotected) path for any file with more than eight by three character filenames.

b) The OS/2 and POSIX subsystems are enabled, with additional security concerns but no additional benefits.

c) There are no ACL restrictions for remote registry access.

d) Anonymous network access for user enumeration has not been disabled.

5. Configuration Management for Software and Environment

5.1 Software Release Management

At (Reference Deleted), MW (Team Leader of Release Management) has overall responsibility for approval and release of new software deliverable builds for (Reference Deleted) clients and web projects throughout the company.   There are presently no formal procedures for signing off new builds but this is an area Matt is keen to address.

The present undocumented system is for each project's Team Leader to produce a Release Document detailing changes and reasons for changes and submit this to the Configuration Team.   When projects move from a development to production status, several items in the configuration are routinely changed: these changes include new passwords and usernames, and new machine names and IP addresses.

5.2 Environmental Configuration Management

bg) MH (Cisco Team Leader) was responsible for designing and implementing the network infrastructure used at (X).   Documentation for this system was somewhat scant, amounting to a network diagram "PSI-Net (X) Network Topology" and a document detailing the configuration of the Firewall settings.

bh) The person with responsibility for planning the configuration of the servers at the (X) site is MR (Technical Architect for (X)).   He has produced the (X) Web Server Set-up Sequence (present release version 17.0) which describes in detail the construction of the present server build for (X)'s web servers.   The configuration is stored on one of the network administration servers at (Reference Deleted) in the form of a Ghost™ drive partition image enabling deployment of a known standard configuration to a large number of production units in a comparatively short time.   MR was responsible for drafting, approving and implementing the present configuration.

bi) In theory (and according to the (X) Web Server Set-up Sequence), new usernames and passwords for administrator and backup administrator accounts on the production servers (once established by the commissioning engineer), are submitted in writing to CD (Network Manager).   Following an interview with Ciaran on 14th March 2000 we have to report that as of this date Ciaran had not received the passwords and usernames for the (X) configuration.   In addition, no precedent had yet been set with other sites regarding adherence to this procedure.

bj) One finding communicated to MH ahead of the publication of this report (which it was felt may have required sensitive handling), was the presence of the second "backdoor" administrator account on the (X) web servers.  Michael stated that he was unable to find anyone else but MR who even knew of the existence of a backdoor administrator account, let alone where details on it were to be found should it should it ever have been needed.   CD stated that this was an area he was looking to address, and in future, all such details would be given to him personally, sealed in an envelope and locked in a safe.

bk) As for the operational day-to-day use of administrator accounts and passwords, it is assumed that these will be generally known to all Network Administrators throughout the company, presently numbering some fifteen individuals but set to rise shortly.   According to Ciaran, in the event that any one of these people were to leave the company, all domain and remote administration passwords would be changed en mass, although since no one has left since the (X) system went live, this has not been demonstrated in this context.   There is no list maintained of people to whom passwords have been revealed.   When further questioned on the subject of local administrator passwords throughout the company, Ciaran stated that this password (for all desktop machines in the network) is "wide open (and) known to everyone throughout the company".

5.3 Areas of Concern

A number of issues present themselves:

bl) There is a lack of documentation detailing configuration design, policy, and procedure.   Many people need to co-ordinate closely to ensure satisfactory implementation of systems form design to production phase.  There always exists the possibility that due to illness, resignation, or even operation of disciplinary measures, key personnel may not be available to complete key project deliverables, and a lack of documentation serves only to exacerbate this situation.

bm) Those policies and procedures presently in place are not being adhered to (example being that the (X) passwords were not submitted to Ciaran and no one but the commissioning engineer knew of the existence of the "backdoor" administrator account.

bn) There are a number of pieces of documentation being requested, planned, written, authorised and implemented all by the same person, without subsequent checks being required or approval mandated by senior line managers.

bo) Of serious concern is the fact that everyone in the company has access to local NT machine administrative passwords.   Armed with this information, any one of the company's employees could install freely available network analysis tools to capture and decode secure network logon passwords for clandestine purposes.   With upwards of 150 people to question should the use of such a tool be discovered, the following enquiry would have to be scoped widely to say the least.

bp) Although this report has not commissioned an investigation into the software build release-control system, considering some of the things found in other areas, this may be a study worth undertaking.
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�	"Repair Disks" are a well-known source of security problems, since they normally contain a copy of the "SAM", the encrypted database containing NT usernames and Passwords for a machine.


� "Synchro-meshed" means that phase synchronisation to the short term UPS supply is provided


� "Ghost" is an administration configuration system produced by Norton Utilities which allows a disk or partition "Image" to be taken and compressed into a "*.gho" file.   This configuration may then be expanded and written to another machine of identical hardware specification, enabling many machines to be rapidly built to conform to a predetermined specification.


� "Ghost Walker" makes changes to a pre-saved "*.gho" file such as applying unique NT Security ID (SID) signatures to each individual machine to protect the encryption algorithm used to protect NTFS drive partitions from being exposed to hackers.   It can also prompt the commissioning system administrator to supply new IP addresses for network cards and logical network names for each machine participating in a workgroup or network domain.


� See Section � REF _Ref477668928 \r \h ��8.2� � REF _Ref477668933 \r \h ��c)� and � REF _Ref477668960 \r \h ��d)�  for a discussion on this particular issue.


� Q188252	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q188/3/52.asp ��http://support.microsoft.com/support/kb/articles/Q188/3/52.asp� 


� Q193612	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q193/6/12.asp ��http://support.microsoft.com/support/kb/articles/Q193/6/12.asp� 


� Q218880	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q218/8/80.asp ��http://support.microsoft.com/support/kb/articles/Q218/8/80.asp� 


� Q223137	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q223/1/37.asp ��http://support.microsoft.com/support/kb/articles/Q223/1/37.asp� 


� Q224298	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q224/2/98.asp ��http://support.microsoft.com/support/kb/articles/Q224/2/98.asp� 


� Q234905	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q234/9/05.asp ��http://support.microsoft.com/support/kb/articles/Q234/9/05.asp� 


� Q236565	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q236/5/65.asp ��http://support.microsoft.com/support/kb/articles/Q236/5/65.asp� 


� Q236947 	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q236/9/47.asp ��http://support.microsoft.com/support/kb/articles/Q236/9/47.asp� 


� Q238606 	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q238/6/06.asp ��http://support.microsoft.com/support/kb/articles/Q238/6/06.asp� 


� Q241211	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q241/2/11.asp ��http://support.microsoft.com/support/kb/articles/Q241/2/11.asp� 


� Q244690 	� HYPERLINK http://support.microsoft.com/support/kb/articles/Q244/6/90.asp ��http://support.microsoft.com/support/kb/articles/Q244/6/90.asp� 
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